Publication No. 9G9857
2013-11-25

Supersedes 9G9857
2012-10-04

Service Manual

for the
Health Level 7 (HL7) Interface
on the

CARESTREAM Image Suite

A Important

* Qualified service personnel must do these procedures.
» See the Carestream Health Service Portal for possible updates before doing these procedures.

* When doing the procedures in this document, you must use safe work practices and wear the correct personal protective
equipment (for example, safety eyewear) according to your company’s standard operating procedures.

Purpose: Use the HL7 Interface:

» To correctly map the incoming HL7 message from the third-party EMR/EPR/PM
systems to the format used by the Image Suite software. This can be done at the site,
when connected to the third-party EMR/EPR/PM system. This can also be done
remotely and off-line with an HL7 message .txt file from the customer or vendor and a
service laptop or PC.

The software for the HL7 Interface can be installed on the remote service laptop or PC
and used to update messages, save messages to an external storage device, and
restore messages to the Image Suite computer when you are on site.

* To set up the IP address and port for the third-party EMR/EPR/PM systems on the
Image Suite computer.

* To get the log messages.
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PLEASE NOTE The information contained herein is based on the experience and knowledge relating to the
subject matter gained by Carestream Health, Inc. prior to publication.

No patent license is granted by this information.

Carestream Health, Inc. reserves the right to change this information without notice, and makes
no warranty, express or implied, with respect to this information. Carestream Health shall not be
liable for any loss or damage, including consequential or special damages, resulting from any
use of this information, even if loss or damage is caused by Carestream Health’s negligence or
other fault.

A This equipment includes parts and assemblies sensitive to damage from electrostatic
\t} discharge. Use caution to prevent damage during all service procedures.
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Overview

Section 1: Overview

HL7

Health Level 7 (HL7) is an international standard used to exchange patient and order information as well as images
and reports between electronic devices and systems. Image Suite provides an HL7 interface to communicate with
third party practice management (PM) systems, electronic medical records (EMR), and electronic patient records

(EPR).
. — ImageSuite WebService
Thf"d'pa”y A|”"|'£'Eﬂ"";"°” (SOAP_OUT URI: http://localhost/imageSuite/
(for example ) WebServices/HL7Interface.asmx)
HL7V2 Message (via MLLP) XML Message (via SOAP)

HL7 Gateway 2.5
Receiver Services

1Y

HL7V2 Message (via MLLP) XML Message (via SOAP)

!

HL7 Interface
(HL7 Client Simulator)

HL7Interface Webservice
(SOAP_OUT URI: http://localhost:8166/
HL7Interface.asmx

This allows Image Suite to receive patient and exam information electronically to automatically create an order list
and conduct a scan. After scanning and acquiring the images, the EMR/EPR/PM systems receive an image arrival
notification with a URL that can be used to see related images and reports. EMR/EPR/PM systems cannot modify an
image or report since the study has been set to the completed status by the Image Suite computer.

Definitions
Format Description

EMR Electronic Medical Record, is a computerized legal medical record created in an organization that
delivers care, such as a hospital and doctor's office.

EPR Electronic Patient Record, is used to record all medical/health record for an individual patient.

PM Practice Management, is used to schedule an exam required to complete a diagnosis or
treatment.

SOAP Simple Object Access Protocol, is a protocol specification for exchanging structured information
across Web services in computer networks. It relies on Extensible Markup Language (XML) for its
message format, and other Application Layer protocols, like Remote Procedure Call (RPC) and
Hypertext Transfer Protocol (HTTP), for message negotiation and transmission.

XML Extensible Markup Language, is a set of rules for encoding documents in machine readable format.

XSL Extensible Style Sheet Language, is used by Image Suite to define the conversion from HL7
messages to XML.

A Important

» Image Suite is compliant with HL7 version 2.5.

+ Image Suite is not backward-compatible with earlier version(s) of HL7.

 For specification and requirements for the HL7 Interface, see the Specifications for the HL7 Interface, 9J0841,
on the Image Suite page of the Carestream Health Service Portal.

» The HL7 Interface is included in the Image Suite Software application.

« The HL7 Interface can also be downloaded from the Carestream Health Service Portal for data mapping prior to
installing the Image Suite software.
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Section 2: HL7 Message Structure

HL7 messages follow a specific structure.
The structure of each HL7 message, used in Image Suite, is listed below followed by the format for each segment.

Order Message - ORM*001

ORM?001 messages are received by Image Suite whenever a New/Cancel/Update order is placed by the
EPR/EMR/PM systems. There is only one patient's information sent with each order message.

New/Update/Cancel Order messages use four segments:

Segment Name Required
MSH Message Header Yes
PID Patient Identification Yes
ORC Common Order Yes
OBR Observation Request Yes

General Acknowledgment Message - ACK

Upon internal verification of the data being successfully written into the Image Suite tables, Image Suite will transmit
an ACK message.

General Acknowledgment messages use two segments:

Segment Name Required
MSH Message Header Yes
MSA Message Acknowledgment Yes

Observational Results Unsolicited Message - ORU~R01

An ORU”R01 message will be sent to other EMR/EPR/PM systems whenever captured images have been acquired
by Image Suite.

A URL will be sent to third-party EMR/EPR/PM systems to enable those systems to launch a Web based DICOM
viewer by clicking the URL.

Observational Results Unsolicited messages use four segments:

Segment Name Required
MSH Message Header Yes
PID Patient Identification Yes
OBR Observation Request Yes
OBX Results Yes
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HL7 Characters

Section 3: HL7 Characters

Maximum
Field Name Validation Required Length Comments
Message Type Only allow NW, YES ---
CA, XO, SC
PatientID Invalid character: |YES 64 For veterinarian, it will store the animal’s chip
\ ID.
PatientName YES 64 PatientName field is combined by
LastName, FirstName and MiddleName.
The format is
LastName”FirstName*MiddleName
-LastName Invalid characters: | NO 64
A/Y%<>"
-FirstName Invalid characters: | NO 64
A/Y%<>"
-MiddleName Invalid characters: | NO 64
MNY%<>”
PatientBirthDate | Format should be: | NO 8
yyyyMMdd
PatientSex Only allow M, F, [NO 1
and O
AccessionNO Invalid character: |YES 16
\
ReferPhysician Invalid characters: | NO 32
AN/%<>"
ScheduleDate Format should be: | NO 8
yyyyMMdd
BodyPartView NO -—- Mapped from the Procedure Code or
Position Universal Service ID by default. See “Body
Part/Position Mapping” on Page 34.
Species NO 64 Receive the species name or code from
veterinarian practice system.
Breed NO 64 Receive the breed name or code from
veterinarian practice system.
Neutered Only allow Y orN |NO 1
StudylnstanceUID | Only allow “07-"9” | NO 64 If not provided it is auto generated By
and “.” ImageSuite.
StudyDescription NO 256
Symptoms/Notes NO 256
PatientComments NO 256
Chip ID NO 64
Veterinarian NO
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Section 4: Installing the HL7 Interface Software to a Service Laptop

A Important

The software for the HL7 Interface is included in the Image Suite software application for Software Version V2
or V3.

If you have installed Software Version V2 or V3 on to the Image Suite computer you cannot manually install the
software for the HL7 Interface to that computer.

You can use the HL7 Interface on a service laptop to update third-party EMR/EPR/PM XML messages that are
downloaded to an external storage device.

To have the HL7 Interface available on the service laptop you must download the software for the HL7 Interface
from the Carestream Health Service Portal.

The HL7 Interface supports the WINDOWS XP and the WINDOWS 7 operating systems.

If the HL7 Interface is being install on a laptop with the WINDOWS XP operating system, you must install
.Net Framework 3.5 from the MICROSOFT web site before installing the software for the
HL7 Interface.

[1] Does your laptop or computer have the WINDOWS XP operating system?

Yes No
a. Download the .Net Framework 3.5 from the a. Download and install the software for the
MICROSOFT web site. HL7 Interface to your laptop or computer.

b. Install the .Net Framework 3.5 to your WINDOW | b. Use the shortcut icon on your laptop or
XP laptop or computer. computer to launch the software application

c. Download and install the software for the HL7 for the HL7 Interface.
Interface to your laptop or computer. c. Advance to “Using the HL7 Interface from
the Service Laptop” on Page 16

d. Use the shortcut icon on your laptop or computer
to launch the software application for the HL7
Interface.

e. Advance to “Using the HL7 Interface from the
Service Laptop” on Page 16
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Using the HL7 Interface from the Image Suite Computer

Section 5: Using the HL7 Interface from the Image Suite Computer

A Important

* You must obtain the HL7 procedure codes for the third-party EMR/EPR/PM systems, from the customer.
* You must obtain the Image Suite HL7 specifications, 9J0841 from the Carestream Health Service Portal, and

provide the specifications to the customer.

+ For all Image Suite computers with the HL7 interface to the third-party EMR/EPR/PM system, you must use the

HL7 Interface for configuration and mapping.

+ This procedure supports starting the HL7 Interface from the Image Suite Service Utility icon on the desktop.

» Do not use this procedure if the operation of the HL7 Interface is from a service laptop.
[1] Obtain the list of procedure codes for the third-party EMR/EPR/PM systems, from the customer.
[2] Use the list of procedure codes for the third-party EMR/EPR/PM system and do the procedure for Body Part/

Position Mapping on Page 34 for each code.

Uiility Center

B Systom Tools
System Conirol
Hetwork Toots
&= Log Tooks
Log Filtar
Full Function Filter
Chamge Log Leved
= HCOM Tools
EchoSCUNSioreScu
= Statistec Tools
Stairsine By Dale
Full Function Statistic
= Maintenance Tools
DB Mantensnce Tools
Restane Database
Resat Password
Clear System Data
Check Data Sanity

= CR Tocls
Diagnastecs Tool
TOT Tool
Calculate Linearity Table

HLY Interface

- PillFueisz B Suieds. 0 Shur Exit

[3] After you have updated the procedure codes for the third-party, at the desktop of the Image Suite computer,

click the Image Suite Service Utility icon.
[4] Type Service1 for the Password.

[5] At the Utility Center screen, click HL7 Interface.

[ Note

The main screen for the Image Suite HL7 Interface displays.
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.ImageSuite HL7 Interface_¥1.0.0.0 { 10.95.16.47 }
HL? Corfiguration | Data Mapping M atrix I Motification URL Test I HL7 Interface Log Message | HLFGateway Log Message

— HL? Receiver Setting

HL? Listening Part: |1235 3:

SO0AP_OUT URI: |hltD #ocalhost8166/HL TInterface. asmx Port Mumber. | 8166 3:

—HL? Sender Setting

3rd Party IP Address: |1 27.0.01 3rd Party Listening Port 1237 3:
3id Paity Code Page: | Unicods [UTF-9) =l
SOAP_IM URI: |hltp‘a’a’localhost:81 BE/HL7S ervice, asma Part Mumber. | 8166 3:
Matify URL Action: I M Action j
S ave Configuration | ‘ Update Settings For HL? Interface I Restore Settings For ImageSuite
— HLY Client Simulator - EMB System
HLF2 Test:
Sitart Listening Stop Listening Open File Send

HL7 Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status:  Running

[6] Atthe Image Suite HL7 Interface screen, check that the HL7 Listening port is set to the default 1235.
[7] Click Update Setting for HL7 Interface.

[ Note

The SOAP_OUT URI field changes to the Interface mode.
[8] Under HL7 Sender Settings, type in corresponding fields for the third-party EMR/EPR/PM system:
* 3rd Party IP Address
* 3rd Party Listening Port
* 3rd Party Code Page - if different than default
[9] In the Notify URL Action field, select Notify URL to EMR System.
[ Note
The Notify URL Action field instructs the system what action to take. The other options are:
» No Action - default

» Write URL to local file - You can find the file name from c:\Progream Files\Image Suite\GXWeb\Site\web.config.
The item key name is HL7URLSavingPath, under the appSettings section.

[10] Click Save Configuration.

[11] Check the status is Running for:
* HL7 Receiver Status
* HL7 Sender Status
+ SOAP Listener Status
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Using the HL7 Interface from the Image Suite Computer

A Important

» The Image Suite computer is now set up to receive HL7 order messages from the third-party EMR/EPR/PM
system.

» Do not close the HL7 Interface application.

[12] Provide to the customer, for the third-party EMR/EPR/PM, the IP Address for the Image Suite computer and the
port number.

[13] Ask the customer to send an order message to the Image Suite computer from the third-party EMR/EPR/PM
system.

A Important

* When the Image Suite computer is in HL7 Interface mode, the Image Suite HL7 Interface screen displays the
Data Mapping Matrix when the order message is received successfully by the Image Suite computer.

« If the order message is unsuccessfully received by the Image Suite computer there is no response from the
Image Suite HL7 Interface screen.

+ If a message is unsuccessfully received by the Image Suite computer, an error message might display at the
9J0841.

[14] Did the Image Suite computer receive the order message with no errors?

Yes No
Continue with Step 15. a. Check that the customer’s version of HL7 is 2.5 which is

supported by Image Suite.

b. Check that the 3rd Party Listening Port is not blocked by the
customer’s firewall software.

Check that the 3rd Party Listening Port is correct.

Ping the third-party EMR to verify connection.

Check that the HL7 Listening port is set to the default 1235.
Review the log messages.

@ - o 2 o

Make a call to your regional service center for technical
assistance.

9G9857 - 2013-11-25 9
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)/ ImageSuite HL7 Inte

|["HL7 Configuration | Data Mapping Matrix | Notfication URL Test | HL7 Interface Log Message | HL7Gateway Log Message

Message Type™
Patient!D™
PatientName™

- LastMame

- FirstName

- MiddleName
Patient Birth Date
Patiert Sex
AccessionMo™
ReferPhysician
ScheduledDate
BodyPart ViewPosition
Species
Breed
Neutered
StudylnstanceUID
StudyDescription
SymptomsMotes
PatientComments

ChiplD

| Veterinarian

Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule

Update Rule

Import From File

l l Import From Image Suite l l Export To File l l

Export To ImageSuite

m

A Important

HL7 Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status: Running

» The Data Mapping Matrix screen displays the procedure codes and any errors in the XML message for Image
Suite. The Body Part View Position is mapped from the procedure code or universal service ID by default.

 Errors are identified by an exclamation point in a red circle next to the Update Rule field.

[15] Did the Data Mapping Matrix screen display any red exclamation point errors next to the Update Rule field?

Yes

No

Continue with Step 16.

Advance to Step 29.

[16] Atthe Data Mapping Matrix screen, the red exclamation point icon next to the Update Rule field indicating that
there is an error for this particular field.

[17] Click the icon to see the current message.
[18] Next to the icon, click Update Rule to view and edit the rule.

[ Note

The XPath Rule screen displays.

10
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Using the HL7 Interface from the Image Suite Computer

) XPath Rule - [ScheduledDate]
e

.. T ————

el Select a Rule: Conversion v]
B-HL7
- MSH
Field Separator XPath or Foxed Value: HL7/MSH/@DTOfMessage [F] Fixed Text  20041113083422
@OTOfMessage ) .
MessageControllD Old String: New String:
endingApplication Spliter Char: . = ]
ending Facility
eceivingApplication Rule Value 20041119083422

Result Preview:

\ Save ‘ ‘ Close & Apply

| Standard XML | Ruie XML |

Entire Rule Tree:

- HL7/OBR/@ScheduledDT

</MSH>

- <MSH FieldSeparator="]" DTOfMessage="20041119083422" MessageControlID="000029a1">
<SendingApplication Entityldentifier="Centricity" /=
<SendingFacility Entityldentifier="GE" />
<ReceivingApplication Entityldentifier="Station1" />
<MessageType MessageCode="ORM" TriggerEvent="001" /=
<ProcessingID ProcessingID="P" /=
<VersionID VersionID="2.2" /=

A Important

This procedure explains changing the Rule Value for the Schedule/Date field using the Conversion rule. There are
more examples of changing the Rule Value in the Examples for Updating the Mapping Rules Using the HL7 Interface

on Page 39.

[19] Atthe XPath Rule screen, next to the Select a Rule field select a rule type from the drop down menu.
[20] Check the Entire Rule Tree field for the path to the new message to correct the problem.
[21] Browse the Standard XML Tree to locate the new message.

[ Note

The new message displays in the Standard XML field.

[22] Drag the new message to the XPath or Fixed Value field.

9G9857 - 2013-11-25
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. —
) XPath Rule - [ScheduiedDate] M S— - e L e e —
chedt

Standard XML Tree:

</MSH>

<SendingFacility Entityldentifier="GE" /=
<ReceivingApplication Entityldentifier="Station1" />
<MessageType MessageCode="ORM" TriggerEvent="001" />
<ProcessinglD ProcessinglD="P" /=
<VersionID VersionlD="2.2" />

Select a Rule: [Ccn\rersion ']
=- MSH
‘... @FieldSeparator ¥Path or Foxed Value: HL7/MSH/@DTOfMessage [] Ficed Text  20041119083422
- @DTOfM 200
-gMeesa;::acietrolID Old String: 1119083422 New String 20041118
: - SendingApplication Spliter Char: ']
- SendingFacility
El ReceivingApplication e aie LA
| El Message Type
El Processing|D
| (- Version|D
Eg gl\ﬂ l Save | l Close & Apply
=
| E; 82; Result Preview
B
Standard XML | Bule XML
i
Entire: Rule Tree: - <MSH FieldSeparator="]" DTOfMassage="20041119083422" MessageControllD="000029a1">
- HL7/0OBR/@Scheduled DT <SendingApplication Entityldentifier="Centricity" /=

[23] Copy the data from the Rule Value field and paste it to the Old String field.
[24] Type in the correct string into the New String field.

[25] Click Save.
[26] Click Close & Apply.

12
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Using the HL7 Interface from the Image Suite Computer

[27] Check that the Data Mapping Matrix screen displays no errors.

) ImageSuite HLT I

Data Mapping Matrix | Notfication URL Test | HL7 Interface Log Message | HL7Gateway Log Message |

| MessageType™ U_pdate Ru_le G

Patiert|D* Update Rule

PatientName™ U_pdate Ru_le

- LastMame Update Rule

- First Name U_pdate Ru_le

- Middle Mame Update Rule

Patient Birth Date U_pdate Ru_le

I Patiert Sex Update Rule

AccessionMo® U.pdate Ru.le

ReferPhysician Update Rule
ScheduledDiate U.pdate Ru.le £

BodyPartViewPosition Update Rule

Species Update Rule

Breed Update Rule

Meutered Update Rule

StudylnstanceUID Update Rule

StudyDescription U.pdate Ru.le

SymptomsMotes Update Rule

PatientComments U.pdate Ru.le

ChiplDr Update Rule
Veterinarian U.pdate Ru.le :

Import From File l l Import From Image Suite: l l Export To File l l Export To ImageSuite

HLT7 Receiver Status: Rumning | HL7 Sender Status: Running | SOAP Listener Status: Running

[28] Atthe Data Mapping Matrix screen, click Export to File to save the new XML message file to the desired folder

on the Image Suite computer.

[29] Click the HL7 Configuration tab.

9G9857 - 2013-11-25
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ImageSuite HL7 Interface_¥1.0.0.0 { 10,95,16.47 ) M=]
HLY Configuration | Data Mapping Matrixl Natification URL Testl HL7 Interface Log Messagel HL7Gateway Lag Messagel

—HLY Receiver Setting

HL7 Listening Part 1235 33

S04P_0UT UAI: |http:a’r’|ocalhost:81 BE/HLTInterface. asme Port Number: |81 66 3:

—HLY Sender Setting

3rd Party [P Address: IW 27.001 3id Party Listening Part: |123? 3:
3rdPaty Code Page: | Uricods (UTF-3) -l
SOAP_IN URI: Ihttp:.-";"localhost:ﬂ'l BEHLTS ervice. asms Part Number: IB‘I EE 3:
Nolfy URL Aclior: [ No Action =
Save Configuration | ‘ Update Settings For HL7 Interface FRestore Settings For ImageSuite
r— HL? Client Simulator - EMR Spstem
HL7W2 Test:
Start Listening Stop Listening Open File Send

HL7 Receiver Status: Running | HL7 Sender Status: Running | SOAF Listener Status: Running

[30] Atthe HL7 Configuration screen, click:
* Restore Setting for Image Suite
+ Start Listening

D Note

The SOAP_OUT URI field changes to operation mode.

Do Step 31 to check the complete operation of the third-party system with Image Suite

[31] Check that the Image Suite computer is communicating with the third-party system. Do the following:
(a) Log on to the Image Suite application.
(b) Click on the Modality Worklist icon.
(c) Review the Search Order screen to find the patient information sent from the third-party system.
(d) Follow the procedure to scan an image using the patient information.

(e) When the scan is complete, right-click on the patient information and select Set Complete to complete
the study.

(f) After the study is complete, check:
» The third-party system received a message containing a URL string.
* Open the WINDOWS INTERNET EXPLORER and use the URL to view the Web DICOM Viewer.
» Check that the image is displayed.
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Using the HL7 Interface from the Image Suite Computer

[32] Did the viewer and third-party system receive the image with no errors?

Yes No
HL7 is set up and ready to a. Click the HL7 Message Log tab and copy the log to an external
communicate. No further set up is storage device.
required. b. Click the HL7 Gateway Log Message tab and copy the log to

an external storage device.

c. Use the URL Notification screen to test the connectivity
between the third-party EMR and Image Suite.

d. Make a call to your regional service center to email the logs and
for technical assistance.

9G9857 - 2013-11-25 15
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Section 6: Using the HL7 Interface from the Service Laptop

A Important

» The HL7 Interface can be used from a service laptop to the update third-party EMR/EPR/PM system’s XML
message from a remote location.

» The third-party EMR/EPR/PM system’s XML message can be stored on an external storage device and brought
to the service laptop at the remote location.

» This procedure supports starting the HL7 Interface from the HL7 Interface icon on the desktop.

[1] At the desktop of the service laptop, click the HL7 Interface icon.

[ Note

The main screen for the Image Suite HL7 Interface displays.

.ImageSuite HL7 Interface_¥1.0.0.0 { 10.95.16.47 }

HL7 Configuratian | D ata Mapping Matrixl MNaotification URL Testl HL? Interface Log Message | HL7Gateway Log Message

— HL? Receiver Setting
HL7 Listening Port:

SOAP_OUT URI:

1235 33

Ihttp:.-"f’localhost:ﬁ‘l BE/HL7Interface. asmx

Part Number: IS‘I 55 3:

— HL7 Sender Setting
Srd Party P Address:

Jrd Party Code Page:
SOAP_IN LRI

Motify URL Action:

{12701

3id Paity Listening Port: |123? 3:

[Uricode (UTF-8)

Lel

Ihttp:.-"f’localhost:ﬁ‘l BE/HL7S ervice. asms

I Mo Action j

Part Number: IS‘I 55 3:

Save Configuration | ‘ Update Settings For HLT Interface Restare Settings For ImageSuite

HL72 Teut:

— HL7 Client Simulator - EMF System

Start Listening

Stop Listening Open File Send

HL7 Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status:  Running

16
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Using the HL7 Interface from the Service Laptop

) Open o — W — o — - @

\Jl\_/' | « HL7Interface » HL7V2 SampleMessages - |¢f || Search HL7V2 SampleMessages 0 |
Organize = MNew folder B= > O @
- Fies = Mame Date modified Type
-
Bl Desktop | ORMOO01_MW 9/17/201210:07 AM  Text Docum
& Downloads

= Recent Places

= Libraries
3 Documents
,J‘. Music
[&=] Pictures i

E Videos

m

/% Computer
&, Local Disk (C3)

G‘ﬂ Metwork

- 4 m ol 3

e - [Text Files (.0) -

[ open v [ cancel |

[2] Atthe ImageSuite HL7 Interface screen, click Open file to browse the service laptop for the .txt file from the
third-party EMR.

HL7V2 Texd

MSHI™~\&CentrictylGElStation 1£2004111908342200RM 00110000292 11P2. 20

PIDI186 1408MITCHELL "JAMES "5H15510328IME1178 127TH PLACE ™" KNOXVILLE “|A"501388515)444-4444  Home 77777777
PW1E0IOPE55"WHITE NANCYI55™WHITE NANCY|327 " Eby “Donald “HIO FEIWCE ™ WHITE "NANCY “EI2 15753 Sz 0041115051300
ORCINWI21575390000190{21575350000190NWE™""20041115093300™ " Ry™"L 11190834228 WCC™1
OBRI1[21575390000190(21575350000190CRARM “ARM 1 VIEWE200812020533008EHistory of severs Am painB55 “WHITE "NANCY "ECRI
21575350000 150BCRE™""20110513093300""R™""" W Follow Up ExamirationB20110513053300

HL7 Receiver Status: Runming | HL7 Sender Status: Rumning | SOAP Listener Status: Stopped | Last Message: 2011/09/27 11:06:43 i

[3] Select the file and click Open to load the .txt file to the HL7V2 Text field on the Image Suite HL7 Interface
screen.

[4] At the ImageSuite HL7 Interface screen, click Send to send the file to the Image Suite HL7 Interface.

[ Note

The Data Mapping Matrix screen displays.
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) :]mageSui‘te HLT Interface_V2.0.0.1224 (10.8555.202 )

| m}" Corfiguration | Data Mapping Matrix | Notification URL Test | HL7Simulator Log Message | HL7Gateway Log Message

[ Field [ScheduledDate] value bytes count exceed the MaxLength:8;

Message Type™ NW
PatiertID* 6140
PatientName® MITCHELL™5"JAMES Update Rule

- LastName MITCHELL
- MiddieName JAMES
PatientBithDate 19510328
AccessionMo™ 21575390000130
T —
ScheduledDate 2010913093300 &
BodyPartViewPosition

oo
s
StudylnstanceID
StudyDescription
PatientComments
l Import From File l l Import From Image Suite l l Export To File l l Export To Image Suite l

HLT7 Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status: Stopped | Last Message: 2011/09/27 10:46:07

[5] Check for the red exclamation point icon next to the Update Rule field indicating that there is an error for this
particular field.

[6] Click the icon to see the current message.
[7]1 Next to the icon, click Update Rule to view and edit the rule.

[ Note

The XPath Rule screen displays.
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Using the HL7 Interface from the Service Laptop

) XPath Rule - [ScheduledDate]
—

., W " — 0 — o —

Standard XML Tree: Select a Rule: Conversion ']
E-HLY
E-MSH
i [@FieldSeparator KPath or Fxed Value: HL7/M5H/@DTOf Message [7] Fixed Text  20041113083422
@OTOfMessage = =
MessageControllD Old String: New String:
ending Application Spliter Char: z Z ]
ending Facility
eceiving Application tids e ELIAR L, A
essage Type
rocessinglD
‘ersion|D
(- PID
e \ Save ‘ ‘ Close & Apply
[#-0RC S
| G-0BR Result Preview
Standard XML | Ruie XVIL|
I -
|| Entire: Rule Tree: - «MSH FieldSeparator="]" DTOfMessage="20041119083422" MessageControlID="000029a1">
- HL7/0BR/@ScheduledDT <SendingApplication Entityldentifier="Centricity" />

<SendingFacility Entityldentifier="GE" />

<ReceivingApplication Entityldentifier="Station1" /=
<MassageType MessageCode="ORM" TriggerEvent="001" /=

<ProcessingID ProcessinglD="P" />

<VersionlD VersionID="2.2" /=
</MSH>

& Important

This procedure explains changing the Rule Value for the Schedule/Date field using the Conversion rule. There are
more examples of changing the Rule Value in the Examples for Updating the Mapping Rules Using the HL7 Interface

on Page 39.

[8] Atthe XPath Rule screen, next to the Select a Rule field select a rule type from the drop down menu.
[9] Check the Entire Rule Tree field for the path to the message to correct the problem.

[10] Browse the Standard XML Tree to locate the message.
[11] Drag the message to the XPath or Fixed Value field.

9G9857 - 2013-11-25
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) XPath Rule - [ScheduledDate]

- . . W T WeeEEe o — o —

Standard XML Tree:

Select a Rule: Conversion V]
E-HL7
- MSH
. @FicldSeparator XPath or Fixed Value: HL7/MSH/@DTOfMessage [] Fixed Tet 2004119083422
DTOfM
gMe“a;::iﬁm”n 0ld String: 2004119083422 New Sting: 20041119
El SendingApplication Spliter Char: g ']
- SendingFacility 200
(- ReceivingApplication AL L
(- Message Type
£+ Processing|D
B VersionlD
Ej IEI\EI l Save | l Close & Apply
@
EJJ 85; Resutt Preview
[
Standard XML | Rule XML
Entire Rule Tree: - «MSH FieldSeparator="]" DTOfMessage="200411190832422" MessageControlID="000029al1">
- HL7/OBR/@ScheduledDT <SendingApplication Entityldentifier="Centricity" />

<SendingFacility Entityldentifier="GE" />
<ReceivingApplication Entityldentifier="Station1" />
<MessageType MessageCode="ORM" TriggerEvent="001" /=
<ProcessinglD ProcessinglD="P" />
<VersionID VersionID="2.2" />

</MSH>

[12] Copy the data from the Rule Value field and paste it to the Old String field.
[13] Type in the correct string into the New String field.

[14] Click Save.
[ Note
The new message displays in the Standard XML field.

[15] Click Close & Apply.
[16] Check that the Data Mapping Matrix screen displays no errors.

PatientName™

- LastName

- FirstName

- MiddleName
Patient Birth Date
Patient Sex
AccessionNo®
ReferPhysician

ScheduledDate

Breed

Neutered

StudyDescription
Symptomshotes

PatiertComments

BodyPart View Position

StudylnstancelID

Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule
Update Rule

Update Rule

[ Impert From File ] [

Impert From Image Suite ] [ Export Te File ] [ Export To Image Suite ]

HL7 Receiver Status: Runming | HL7 Sender Status: Running | SOAP Listener Status: Running

[17] Atthe Data Mapping Matrix screen, click Export to File to save the new XML file to the XML message folder

on the external storage device.
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Using the Notification URL Test Screen

Section 7: Using the Notification URL Test Screen

The purpose of this screen is to test the connectivity between Image Suite, the HL7 Gateway, and the third-party
system.

ImageSuite HL7 Interface V2001224 (10.95.55.202 ) [l -E] 3]

HL7 Corfiguration | Data Mapping Matrix L7 Interface Log Message | HL7Gateway Log Message

Image Suite WebServices Simulator

Patient|D: FID123456
First Name:
Last Name: ab
PatientBithDate: 15781101
PatientSex: M
AccessionNo AccE54321
Study Date: 20111020
StudylnstanceUID:
Takenld: ca3bd0d?-1ae2-4714-ad85-79ef93ed5176
U RL for 1 he Bresd: Breed Code
third-party
Motffication URL:
system

1. The purpase of this function page is to check the network connection between Image Suite, HL7 Gateway and 3rd party system.
2. You can leave the above fields value with blank.

Comments:

HLT Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status: Stopped | Last Message: 2011/10/20 10:30:48

[1] At the Notification URL Test screen, click Send to test the connectivity between Image Suite, the HL7
Gateway, and the third-party system.
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)

HL7 Configuration | Data Mapping Matrix | Motification URL Test | HL7 Interface Log Message | HL7Gateway Log Message

Image Suite Web Services Simulator

Patient|D:

First Name:

Last Name:
Patient BithDate:
Patient Sex:
AccessionNo:

Study Date

StudylnstanceUID:

Tokenld:
Breed:
Species:

Netification URL:

Comments:

PID123456

ab

15781101

M

Acc654321

20111025

IrIErrm ﬂ

58708 e —

- Send message to 3rd party system failed, error message is:

Message Type Unsupported

1. The purpose of this function page is to check the network connection between Image Suite, HL7 Gateway and 3rd party system.
2. You can leave the above fields value with blank.

HLY Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status: Stopped | Last Message: 2011/10/25 07:20:40

[2] Check that no error message is displayed.
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Section 8: Description of Screens

HL7 Configuration

Bl 1magesuite HL7 Interface_¥1.0.0.0 ( 10.95.16.47 ) [_ (O] =]
HL? Configuration | D ata b apping Matrix I Matifization LRL Testl HL7 Interface Log Messagel HL?Gateway Log Messagel

— HLY Receiver Setting

HL7 Listering Port: 1235 3:

SOAP_OUT LRI |hltp {flocahost 8166/HLFInterface. asmx Part Humber: I H166 33
—HL? Sender Setting
3rd Party P Address: |1 27001 3rd Party Listening Park: |123? 33
HdPary CodePage: | Uricade (UTF-g) =l
SOAP_IN LRI |hltp Hlocalhost 8166/HLYS ervice. asme Port Number; I g1e6 33
Notiy URL Actior: | Mo Action =l
Save Configuration | ‘ Update Settings For HL? Interface Restare Settings For ImageSute

—HL? Client Sirulatar - EMB Syster
HL7¥2 Text:

Start Listening Stop Listening Open File Send

HL7 Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status: Running

Button or Field Description

Title Your current Image Suite computer’s IP address will be combined into the title text. If you
need to configure the third-party system’s IP address for the HL7 Gateway, you can refer
to this IP address.

HL7 Receiver Setting (Image Suite Port)

HL7 Listening Port The port for the third-party system. The HL7 Receiver Service listens on this port to
receive new messages.

A Important

Keep this port as the default.

SOAP_OUT URI After the HL7 Receiver Service receives a new message from the third-party system, the
HL7 Receiver Service will transfer the XML format message to this Web Service.

HL7 Sender Setting
3rd Party IP Address |IP Address of the third-party EMR/EPR/PM system.

3rd Party Listening Port number of the third-party EMR/EPR/PM system.
Port

3rd Party Code Page |From the information received from the third-party EMR/EPR/PM, select the correct code
page from the drop-down list.
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Button or Field

Description

Notify URL Action

Instructs the system what action to take. The selections are:

* No Action - default

» Notify URL to EMR system

» Write URL to local file - You can find the file name from c:\Progream Files\Image
Suite\GXWeb\Site\web.config. The item key name is HL7URLSavingPath, under the
appSettings section.

& Important

The settings will take effect only after Image Suite and the HL7 Interface have both been
installed. Once the settings are saved, they will take effect immediately without having to
restart the system.

Save Configuration

Used to save the configuration settings to the Image Suite computer. The new settings
will not take effect until the service is restarted.

Update Settings For
HL7 Interface

You can simulate the process for the third-party system to send messages and check the
current XPath. Click Update Settings For HL7 Interface to update the SOAP_OUT URI
parameter to http://localhost:8080/HL7Interface.asmx The XML string will be sent to
the HL7 Interface Web Service. The HL7 Gateway Receiver and Sender service will be
restarted and the new settings will take effect.

Restore Settings For
ImageSuite

You can restore the SOAP_OUT URI for ImageSuite. Click Restore Settings For
ImageSuite. The URI changes to http://localhost /ImageSuite/WebServices/
HL7Interface.asmx. The HL7 Interface stops receiving the XML messages sent by HL7
Receiver Services. Messages are received by the Image Suite Web service.The HL7
Gateway Receiver and Sender service will be restarted and the new settings will take
effect.

HL7 Client Simulator-
EMR System

You can type the HL7V2 text into this field, but its recommended that you click Open File
to select the HL7V2 text file stored on the Image Suite computer. Then click Send to
send the HL7V2 text to HL7 Gateway Receiver Service.

Start Listening

Starts the SOAP Listener. The button is disabled while the current status is RUNNING.
You can see the current status in the bottom status bar. If you updated the XPath, and
need a new HL7 Message to check the XPath. Click Start Listening to start the listener.

Stop Listening

Stops the Interface listener. If the current status is already Stopped, this button is
disabled.

Status Bar (along the bottom of the screen)

HL7 Receiver Status

Indicates the current status of the HL7 Gateway Receiver Service. If the status is
stopped, you can click Update Settings For HL7 Interface or Restore Settings For
ImageSuite to start it for HL7 Interface or ImageSuite, respectively.

HL7 Sender Status

Indicates the current status of the HL7 Sender Service when using the Notification URL
Test in the Interface. If the status is stopped, you can click Update Settings For HL7
Interface or Restore Settings For ImageSuite to start it for HL7 Interface or
ImageSuite, respectively.

SOAP Listener Status

Indicates the current HL7 Interface listener status. When the status is Running, the
Interface listens for new messages sent by the HL7 Gateway. The listener will
automatically stop after it receives a message; you can then validate and modify the
XPath.

24
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Description of Screens

[ Note

When you start the HL7 Interface application, you must click Update Settings For HL7 Interface.

Before you close the HL7 Interface, you must click Restore Settings For HL7 Interface, otherwise the Image
Suite cannot receive messages from the HL7 Gateway.

If you have clicked Update Settings For HL7 Interface, the Interface receives a message from the HL7
Gateway, and calculates the value according to the current XPath, then the Data Mapping Matrix screen
displays.

This screen will list all of the items for an order. The value is automatically calculated by the current XPath.
The asterisk * indicates the field is a required.
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Data Mapping Matrix

)| ImageSuite HL7 Inte

|[ HL7 Configuration

Data Mapping Matrix | Motification URL Test | HL7 Interface Log Message I HL7Gateway Log Message

m

MessageType™ Update Rule
Patiert|D* Update Rule
Patient Mame™ Update Rule
- LastMame Update Rule
- FirstName Update Rule
- MiddleMName Update Rule
Patient BithDate Update Rule
Patiert Sex Update Rule
AccessionMNo™ Update Rule
ReferPhysician Update Rule
ScheduledDate Update Rule
BodyPartViewPosition Update Rule
Species Update Rule
Breed Update Rule
Neutered Update Rule
StudylnstanceUID Update Rule
StudyDescription Update Rule
SymptomsMotes Update Rule
PatientComments Update Rule
ChiplD Update Rule
Veterinarian Update Rule
l Import From File l l Import From Image Suite l l Export To File l l Export To ImageSuite

A Important

The Data Mapping Matrix tool conducts an initial validation of the data. If the length, format, or value of the data is
not correct, an exclamation point in a red circle appears to the right of the field. Mouse over the icon for a message
tip. The asterisk * indicates the field is required.

;HL? Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status: Running

Button

Description

Import From File

Read the XPath from a selected file.

Import From Image Suite

Read the XPath from the Image Suite software.

see the current XPath settings and to update them. When you click Update Rule, the

XPath Rule screen displays.

Export To File Save the current edited XPath to an external file.
Export To Image Suite Save and apply the current edited XPath to the Image Suite software.
Update Rule If the value in any field is not valid or is not the value you want, click Update Rule to

26
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XPath Rule

lXPath Rule - [MessageType*] =10/
B Selct Pl Canvetin +] 1.Choose "Conversion” Rule
B HTF

MK

‘ KPalh or P {HL7AIRCAg 0 deConeal T Fedlet [iC
___,/ 0ldSting (|sc NewSting ~ [+0 J
Sl Dragthis nodeto| 2% | 213, Input"SC” into the "Old String” field
& Onbngfoie XPath field Fuk Ve ¥ Input "X0" into the "New String™ field
[ 0BR
e Save | Close & Apply
4.Click "Save" button =
Result Preview, I /
Sardat L | Fue .| 5. Eh“k the value .?f rulein 6. Click "Close & Apply" button
Result Preview" field toclosethiswindow

Ente Rule Tree: - <ORC OrderControl="8C">
B <FillerOrderhumber Entityldentifier="Acc654321" />

~HL7/ORCA@0rdeContol - <QuantityTiming:»

<Quantity=20110622«/Quantity >
</QuantityTiming»
<OrderingProvider IDNUmber="Referring Physician Felix' />
</ORCz»

Button or Field

Description

Left Panel

Standard XML Tree

This section displays the entire node in the XML message received from the HL7
Gateway. The node(s) in blue and bold font is the valid node that can be used. If you
mouse over the node, the node value will be displayed as a tool tip. Click any of the
nodes in the Standard XML Tree, and the current node OuterXML content is displayed in
the Standard XML tab in the right panel of the XPath Rule screen.

Entire Rule Tree

Indicates the current XPath rule tree. Click the Rule XML tab in the right panel to display

the current rule XML, just as a reference.

Standatd XML | Fube XML |

<Rule Type="SingleValue" ValueType="XPath">HL7/PID/PatientID_InternallD/@ID</Rule>

9G9857 - 2013-11-25
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Button or Field Description
Right Panel
Save Saves the current rule to the Entire Rule Tree.
Close & Apply Applies the new XPath rule to your current field and closes the screen.

Result Preview

After you click Save, the system will auto calculate the new value according to your new
XPath rule settings. If the new value is not what you expected, you can continue to modify
the rule.

Button or Field Description
Select a Rule
A Important
In the top of the right panel, you will find the currently supported rule drop-down list, including Merge, Substring,
Split, Single Value, Conversion, and Date Time Parser. Each of these rules is explained below. You must select a
rule first and then set the rule content.
SingleValue This is the basic rule. You can use this rule to choose an XPath, to auto calculate a
runtime value, or to enter a fixed text. Using this rule, you can drag a node from the
Standard XML Tree to the XPath or Fixed Value field. If you want to type text, select the
Fixed Text check box, then enter the strings in the Fixed Text field.
Selecl o Fuls: I5p1\"t =
¥Path or Fired Value: [V] Fixed Text
Spit By Indes: 1 5
FRuie Vale:
Save ‘ ‘ Clogse & Apply
Resut Preview:
Merge You can use this rule to combine strings.
Select a Rule: |Merge v|
XPath or Fixed Value 1: [¥] Fixed Text
XPath or Foed Value 2: [¥] Fixed Text
Separator;
Rule Value:
Save ‘ ‘ Close & Apply
Result Preview:
There are two XPath or Fixed Value fields for your input. Follow the same guide lines as
Single Value. You can enter words into the Separator field to join the two parts. For your
reference, the Rule Value field auto calculates the rule value after you change the above
settings.
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Button or Field

Description

Split

Use this rule to obtain a part of a string.

Select a Rule: |Splﬂ - |
XPath or Fixed Value: [¥] Ficed Text
Split By Index: 1 3
Rule Value:
Save ‘ ‘ Close & Apply

Result Preview:

Use this rule to split a string and fetch specified parts from the strings.

The Split rule contains a SingleValue rule for the user to enter the target string. The
SingleValue rule can be dragged or entered into the XPath or Fixed Value field. The
Split By field is used to specify a split character. The Index field is used to specify which
part is to be used.

For example:

If the target string is PI-123456, you want to get the 123456 in the target string, you can
enter - as the Split By value, and 2 as the Index value.

Substring

Use this rule to obtain a part of a string.

Select a Rule; | Substring - |

XPath or Feed VEle:

Start Index: 1 S Length: 1

Rule Value:

Save ‘ ‘ Close & Apply

Result Preview:

First, drag an XML node into the XPath or Fixed Value field or enter your words. Then
select the Start Index and Length values. For your reference, the system auto calculates
the value and displays it in the Rule Value field.

9G9857 - 2013-11-25
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Button or Field

Conversion

Description

Use this rule to convert a string into another string

Select a Rule: |Con\rersion - |

XPath or Fixed Value: [¥] Fixed Text

Old String: Mew String:

Spliter Char; ! -

Fule Value:

| Save ‘ ‘ Close & Apply
Result Preview:

First, drag an XML node into the XPath or Fixed Value field or enter your words Then,
enter the old string and the new string. For example, if your want to change “SC” to “XO”
enter “SC” into the Old String field, and “XO” into the New String field. The system will
search for a match of the whole word in the Old String and replace it with the New String
if an exact match is found. If the old string or the new string contains special characters,
such as a comma (,), you can use the Spliter Chars field. There are three splitter
characters: a comma (,), an upper-case letteri (l), and a semi-colon (;). You must specify
your splitter character after you enter the old string and new string. For your reference,
the system auto calculates the value and displays it in the Rule Value field.

Date Time Parser

Select a Rule: DateTimeParser -
#Path or Fed Value: [V Fixed Text
Date Parts Sequence: lYean-"Monﬂ‘a.”Day | Spliter Char:
Fule Value:

Save ‘ ‘ Close & Apply
Result Preview:

In the HL7 standard, the DateTime string format should be yyyyMMdd. If a site cannot
support this standard, use the DateTimeParser rule to parse the string.

The DateTimeParser rule contains a SingleValue rule for you to choose the target strings.
You can use an XPath or enter fixed text here. Then specify the Date Parts Sequence:
year/month/day, day/month/year, or month/day/year and enter a splitter string. For
example, if the target string format is 2011-12-31, enter a dash - as the splitter string.
The Result Preview field will automatically calculate the rule value. If the preview is not
in yyyyMMdd format, then your input parameter is not valid. Check and re-enter the
parameters. You may not always need a splitter string. For example, if the date time
string in the XML file is 12312010 (format: ddmmyyyy), select Day/Month/Year in the
Date Parts Sequence field and leave the Spliter Char field blank.

30
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Notification URL Test

ImageSuite HL7 Interface V2.00.1224 (1095.55.202) (=R B =

HL7 Carfiguration | Data Mapping Matrix |NDT ation URL Test | HL7 Interface Log Message | HL7Gateway Log Message

Image Suite WebServices Simulator

PatiertID: PID123456
First Name

Last Name: ab

Patient Birth Date: 15781101
Patient Sex: M
AccessionNo: Acc654321
Study Date: 20111020

StudylnstancelID

Tokenld ca36d0d2-1ae2-4714-adB5-79ef93ed5176
Breed: Breed Code
Species:

Notification URL:

Comments:

1. The purpose of this function page is to check the network connection between ImageSuite, HL7 Gateway and 3rd party system
2. You can leave the above figlds value with blank.

HLT Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status: Stopped | Last Message: 2011/10/20 10:30:48

The fields on the Notification URL Test screen are display-only.

Button Description
Send Sends a URL notification message to the EMR system.
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HL7 Interface Log Message

) ImageSuite HL7 Interface V2.0.0.1224 (10.9555.202 ) =0 =N =
HL7 Corfiguration | Data Mapping Matrix I Matification URL Test | HL7 Interface Log Message | HL 7Gateway Log Message
2011-10-20 10:30:48.1314 | INFO | Begin processing SOAP session id: 1 onthread id: 1 -

2011-10-20 10:30:48.3254 | INFO | Session status history: 2011-10-20 10:30:48.130487 IncomingSOAPEnvelopeReceived - 2011-10-20 10:30:48.153450
(OutgoingSOAPEnvelopeGenerated

2011-10-20 10:30:48.3254 | INFO | End processing SOAP session id: 1 on thread id: 1

2011-10-20 10:30:48.3254 | INFO

2011-10-20 10:30:48.5205 | INFO | Send Message successful.

2011-10-20 10:34:29.7661 | INFO | Receiver_HL7_IN_Port set to: 1235

2011-10-20 10:34:29.7661 | INFO | Sender_HL7_OUT_|PAddress set to: 127.0.0.1

2011-10-20 10:34:29.7661 | INFO | Sender_HL7_OUT_Port set to: 1237

2011-10-20 10:34:25.7661 | INFO | Sender_HL7_OUT_CodePageCode set to: 65001

2011-10-20 10:34:25.7661 | INFO | Sender_HL7_OUT_CodePageMame set to: Unicode (LUTF-8)

2011-10-20 10:34:25.7661 | INFO | FILE_IN Log Enabled

2011-10-20 10:34:29.7661 | INFO | HL7_IN Log Enabled

2011-10-20 10:34:25.7661 | INFO | SOAP_OUT Log Enabled

2011-10-20 10:34:25.7661 | INFO | Log Level Setting set to Debug

2011-10-20 10:34:25.7661 | INFO | Dump intemal message for trouble shooting

2011-10-20 10:34:25.7661 | INFO | Sender SOAP_IN_URI set to: hitp:/Aocalhost:8166/HL7Service asme
2011-10-20 10:34:29.7771 | INFO | Save new configuration successful.

2011-10-20 10:34:29.7771 | INFO | Receiver_SOUP_OUT_URI set to: hittp:/Aocalhost: 1235/HL7 Simulator. asmx
2011-10-20 10:34:28.7771 | INFO | Try to restart services: HLYGW_RCV

2011-10-20 10:34:25.7771 | INFO | [HL?GW_RCV] is Running now, try to stop it first....

2011-10-20 10:34:30.0341 | INFO | [HL7GW_RCV] has been stopped...

2011-10-20 10:34:30 5482 | INFO | [HL7GW _RCV] has been restarted successful

2011-10-20 10:34:30.5482 | INFO | Try to restart services: HL7GW_SND

2011-10-20 10:34:30.5482 | INFO | [HL7GW _SND]is Running now, try to stop it first...

2011-10-20 10:34:30.8012 | INFO | [HL7GW_SND] has been stopped...

2011-10-20 10:34:31.2842 | INFO | [HL7GW _SND] has been restarted successful

2011-10-20 10:24:31.2942 | INFO | Begin stopping SOAP receiver,

2011-10-20 10:34:31.2542 | INFO [ End stopping SOAP reciever. Result: True

in starting SOAP receiver on hitp://localhost: 1235/HL7Simulator. asmx.

Exception
P could not register URL http://+:1235/HL 7Simulstor. asme because TCP port 1235 is being used by another application.
ERROR |/ &t System ServiceModel Channels. Shared Hitp Transport Manager OnOpen()
ransport Manager Open(TransportChannel Listener channelListener)
at System.ServiceModel Channels. Transport ManagerContainer Open(Select Transport ManagersCallback select TransportManagerCallback)
at System.ServiceModel Channels. TransportChannel Listener. OnOpen(Time Span timeout)
at System.ServiceModel Channels HitpChannel Listener OnOpen(Time Span timeout)
at System.ServiceModel Channels CommunicationObject Open(Time Span timeout)
at System.Service Model Dispatcher.Channel Dispatcher OnOpen(Time Span timeout)
at System.ServiceModel Channels CommunicationObject Open(Time Span timeout)
at System.ServiceModel Service Host Base OnOpen(Time Span timeout)
at System.ServiceModel Channels CommunicationObject Open(Time Span timeout)
at System ServiceModel Channels CommunicationObject Open()
at CSH.eHealth. Message Devices. SOAPAdapter SOAP Server Controler. SOAP Receiver. Start (String uri)
2011-10-20 10:34:31.3542 | INFO | End starting SOAP reciever on hitp//localhost:1235/HL 7Simulstor asmx. Resutt: False

m

HL7 Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status: Stopped | Last Message: 2011/10/20 10:30:48

Use this screen to view the HL7 Interface Log messages. The only messages that you need to be concerned about
are those at the ERROR level.
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HL7 Gateway Log Message

Receiver NTServiceHost | Receiver SOAPClient Adapter I Sender HL7Outbound Adapter I Sender NTServiceHost I Sender SOAPSenrerAdapteri ik

2012-05-20 16:25:25.325487 [Information] Try to intiglize entity in path: C:\Program Files\Image SuiteHL 7Gateway Manager'\Receiver\HL7GW_RCV"\Bin -
\Entities\SOAP_OUT

2012-05-20 16:25:29.347488 [Waming] Failed to resolve: C5H.eHealth. Messaging Registry, Version=1.1.0.0, Culture=neutral, PublicKey Token=null

2012-05-20 16:25:25.347488 [Waming] Try to resolve: C:\Program FilesImage Suite HL7Gateway Manager'\Receiver\HL7GW _RCV\Bin"\Entities
“SOAP_OUTMCSH eHealth. Messaging. Registry dll

2012-05-20 16:29:29.357489 [Information] Initialize entity succeeded.

2012-09-20 16:25:29.3

2012-05-20 16:29:29.367485 [Waming] LPCNotifier cannot find subscriber. Push route 10: 6343528354514543571. Entity 1D: cbSa503d-ef 71-4796-9aba-

2510456c056b

2012-09-20 16:25:29.367489
4 :29:29.368489

2012-09-20 16:29:29.420492
Server stack trace:
at System.ServiceModel Channels. CommunicationObject Close(Time Span timeout)
at System.ServiceModel Channels. ServiceChannel . System | Disposable. Dispose()

Exception rethrown at [0]:
at System.Runtime.Remoting. Proxies. Real Proxy. Handle RetumMessage(IMessage reqMsg, IMessage retMsg)
at System.Runtime. Remoting. Proxdes. Real Proxy Privatelnvoke{MessageDatad msgData, Int32 type)
at System.|Disposable. Dispose()
at C5H.eHealth. Messaging. Service Controlers. Notify AdapterServerClient. Notify StatusChanged(String strServiceName, Int32 Status)
at C5H.eHealth. Messaging. Service Services. Service Main Notify Service StatusChange(int 32 status)

5.357489 [Debug] Initiglizing Subscriber agent in entity HL7_IN{30e01d72-c796-4dec-8af 1-c35ddf 4ba 76f).
358489 [Debug] Initializing Subscriber agent in entity SOAP_OUT(33a6fcb6-3168-4c21-aef-63cfe 755eaad).
5355489 [Debug] Registering LPC subscriber. Push route: 6343528436858247512

361485 [Debug] Registering LPC subscriber. Push route: 6343528437538022413

3.361489 [Debug] Registering LPC subscriber. Push route: 6343528437847437014

63489 [Debug] Initializing Publisher agent in entity HL7_IN{30e01d72-c796-4dec-8af 1-c35ddf 4ba 76f).

Debug]

Debug]
Debug]
Debug]
Debug]
Debug]
Debug]
Debug]
Debug]
Debug]
Debug]
Debug]

LPCMNotifier connect with subscriber successfully. Push route |D: 6343528437538022413

Message processing handler is injected for publisher. $0e01d72-c796-4dec-8af 1-c35ddf dba 76
Initiglizing Publisher agent in entity SOAP_OUT(33a6fcb6-3168-4c21-aef-63cfe 795eaad).
Initiglizing Responser agent in entity HL7_IN{30e01d72-c796-4dec-8af 1-c35ddf 4ba 76f).

Initiglizing Responser agent in entity SOAP_OUT({33a6fcb6-3168-4c21-aelf-63cfe 795eaad).
Registering LPC responser. Pull route: 6343528421085638411

Registering LPC responser. Pull route: 6343528415571411521

Initiglizing Requester agent in entity HL7_IN(30e01d72-c796-4dec-8af 1-c35ddf 4ba 76f).

LPCQuerier connect with responser successfulty. Pull route 10: 6343528421085638411

Message pre processing handler is injected for requester. 50e01d72-c796-4dec-8af 1-c35ddf dba 76
Message post processing handler is injected for requester. 50e01d72-c756-4dec-8af 1-c35ddf dba 76
Initiglizing Requester agent in entity SOAP_OUT(33a6fcb6-3168-4c21-ae(F-63cfe 795eaad).

Debug] License Controler intialized (DeviceMame=HL7_RECEIVER, Device Type=HL7, DeviceDirection=INBOUND).
Debug] Arguments: 4sm

Information]  Start entity succeeded.

Information] Start entity succeeded.

Waming] Motify service status change failed.

Waming]

m

HL7 Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status:

Running ‘

Use this screen to view the HL7 Gateway log messages for communication with third-party EMR/EPR/PM
systems. Use the arrows at the top right to view all of the tabs.

Tab

Description

Receiver
HL7InboundAdapter

This screen displays the HL7 Gateway Receiver HL7_IN interface log. The HL7_IN
Interface can receive messages sent from the EMR system.

Receiver NT Service
Host

This screen displays a log when parsing HL7 text message to XML message.

Receiver SOAP Client
Adapter

This screen displays the HL7 Gateway Receiver SOAP_OUT interface log. The
HL7Gateway will send the XML message out via this interface.

Sender HL7
Outbound Adapter

This screen displays the HL7 Gateway Sender HL7_OUT interface log. The HL7_OUT
interface can send the HL7 text message to the EMR system via this interface.

Sender NT Service
Host

This screen displays a log when parsing the XML message to the HL7 text message.

Sender SOAP Server
Adapter

This screen displays the HL7 Gateway Sender SOAP_IN interface log. The HL7 Gateway

can receive the XML message via this interface.

9G9857 - 2013-11-25
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Body Part/Position Mapping

A Important

* You must have a list of procedure codes from the third-party EPM/EMR/PM for this procedure.
* You can use this procedure to update the Procedure Codes for the third-party EMR/EPR/PM.

* You must access the Service Configuration screen on the Image Suite computer to update Procedure Codes
for the third-party EMR/EPR/PM.

» The password for Service Configuration is Service1.

For Software Version V2

Service Configuration

DICOM
Settings

SMS
Setting

Modality
Setting

Body
Part,/Positi
on
Mapping

HL7

Setting i < |
@ [ -_ ._JA

Modality
Worklist

[1] At the Service Configuration screen, click Body Part/Position Mapping.
[2] Acquire the list of procedure codes from the customer’s third-party EMR/EPR/PM.
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DICOM
Settings

S™MS
Setting

Modality
Setting

gl

Body
Part/Pos...

il

HL7
Setting

Modality
Waorklist

[3] Click the Add icon.

[4] From the list of procedure codes, update one code at a time:
» Type a code in the Procedure Code field.
+ Select the Species from the drop down menu, if the system is using the veterinary application.
+ Select the Body part from the drop down menu.

+ Select the ViewPosition from the drop down menu.
[5] Click OK.

[ Note

The new Procedure Codes display as a list in the screen.

[6] Do Step 3 - Step 5 for all of the procedures codes on the list from the customers third party EMR/EPR/PM.
[7] To save the Procedure Codes to the Image Suite computer, click:

* Upload

+ Exit
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For Software Version V3

A Important

The procedure for body part position mapping is performed from the Modality Worklist screen in the user interface.

Workstation PACS System Menu Icon
Web PACS

Minimize
Lock Screen
About

Logout
Exit to Desktop

[1] From the Modality Worklist screen, click the System Menu icon.
[2] Atthe System Menu, click System Configuration.

System Management Panel

&
% Uzzr Marzgzmernt @ rlolz llzrzoemsri
|
Systzm Sattings Ty | Ecpori Szitings

System Settings
p&;aiern filaritor ‘3' linmart. Sisitings:

All changes will take effect the next time you log in to Image Suite.

[3] Click System Settings.
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B-System Settings

- Image Processing
- Body Part Synonym
- Body Part/Position
- Procedures

- Password Policy

- Markers

- Reject Reason

- Order Entry

- Tutor

- Measurement Tool
&-Display Settings

- Display Settings

- WL Preset

- Qverlay Setting
B-Print Settings

. Print Settings

=] Rule Settings

- Data Routing Rule
Delivery Preferences

Position.

()- System Settings
ystem Settings

i~ Procedures
.. Password Policy
Markers

= Dlsp\ay Settings
i Display Settings

LWL Preset

L. Overlay Setting
[ Print Settings
i Print Settings
- Rulle Settings

age Processing
ody Part Synonym
Body Part/Position

System Settings

Station Mame

ImageSuiteWsD

Institution Name

Carestream Healﬂ'l R&D Hospltal

Formatting

Patient Name Input Format

System Configuration

Family Name, Given Mame, Middle Name -

Patient Name Display Format

Family Name,Given Name [space character]Middl

Date Format

System Configuration

Body Part{Position

- Measurement Tool

Auto Generate

Patient ID a
Patient ID Prefix

PAT

ion Mumber auto generation

ion Number Pr

A K
ACCNO

[4] Atthe System Configuration screen, under System Settings on the left panel of the screen, click Body Part

On-Line Help
menu

[ Note

ata Routing Rule
i Delivery Preferences|

The Body Part/Position screen displays.

A Important

When configuring the procedure code, only the first body part & view in the list for the procedure code is mapped.

You cannot map one procedure code to multiple body part/views through the HL7 message.

[5] For the procedures for body part and position settings, click the ? icon at the top of the screen for the On-Line

help menu.

9G9857 - 2013-11-25

37



SERVICE MANUAL

2| C:\Pragram Files\Image Suite\OnlineHelp\Human\body_part_and_positior £ ~ € X | ‘2 gody Part and Position Setti.. *

File Edit View Favorites Tools Help

s [ Suggested Sites v &) Web Slice Gallery = I - B - [ #m ~ Pagew Safety~ Tools~ @~

Home > Administrator Functions > System Settings > Body Part and Position Settings

Show

Body Part and Position Settings

Use this window to add, edit, or delete customized body parts and Views at the system level. You cannot delete the system defaults.
NOTE: You cannot edit or delete non-customized Views; they can only be enabled or disabled.

Also, use this window to select DICOM Tag storage options.

How to Add a Custom Body Part/View
How to Edit a Customized Body Part'View

How to Delete a Customized Body Part/View
How to Delete All Custom Body Parts/Views
How to Select DICOM Tag Storage Options

[6] Use the topics listed in the On-Line Help screen to Add, Edit, Delete and select DICOM tags for
Body Part/View.
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Examples for Updating the Mapping Rules Using the HL7 Interface

Updating the Mapping Rule for the Message Type

A Important

Use this procedure to update the Mapping Rule for the Message Type from SC, SD, or SE to XO.
[1] Atthe HL7 Interface screen, click Update Settings For HL7.
[2] Browse to the XML message file from the third-party EMR/EPR/PM.
[3] Click Open File to display the .txt (XML message) file in the HL7V2 field on the HL7 Interface screen.
[4] Click Send.

[ Note

The Data Mapping Matrix screen displays.

) ImageSuite HLT Int

Az Configuration | Data Mapping Matrix | Notification URL Test I HL7 Interface Log Message | HL7Gateway Log Message

Message Type™ Update Rule =
Patient!D™ Update Rule
Patient Name™ Update Rule
- LastName Update Rule
- First Name Update Rule
- MiddleName Update Rule
Patient Birth Date Update Rule
PatiertSex Update Rule I
AccessionMNo® Update Rule
ReferPhysician Update Rule
ScheduledDate Update Rule £
BodyPartViewPosition Update Rule
Species Update Rule
Breed Update Rule
Meutered Update Rule
StudylnstanceUID Update Rule
StudyDescription Update Rule
SymptomsMotes Update Rule
PatientComments Update Rule
ChiplD Update Rule
[ eterinarian Update Rule -: i
l Import From File l l Import From Image Suite l l Export To File l l Export To Image Suite
HL7 Receiver Status: Rumning | HL7 Sender Status: Running | SOAP Listener Status: Running
o —
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At the Data Mapping Matrix screen, click Update Rule to open the XPath Rule screen for the Message Type.

B path Rule - [MessageType’] =10
SeriuilLlic: Skt ol Convesin *| 1. Choose "Conversion” Rule
EHT
- MSH
BED WPath o e {HLR/ORC @ Connl I FedTe [iC
B ORC // — ( — =
] [l Sting |SE Mew Sting |><D J
L ebvhete) Dragisnods to | 4#P ! 213, Input"SC" intothe "Old String”feld
& OnbirgPoider AP ath field Rule Ve [0 Input "X0" into the "New String" field
- 0BR
e Save | Cloge & Apply
4, Click "Save" button _
Resul Preview: | /
Sntsc L | i | 5. Eh“k the value ff fule in 6. Click "Close & Apply" button
Result Preview* field toclosetiswindow
Entre Rule Tree: - <ORC OrderControl="8C">
8 M <FillerOrderhumber Entityldentifier="Acc654321" />
- HL7/0RCA@0rdeiContol - «QuantityTiming

«Quantity>20110622</Quantity:
</QuantityTiming:»
<OrderingProvider IDNUmber='Referring Physician Felix" />
</ORC>

[5] Next to the Select a Rule field, select Conversion from the drop down menu.

[6] Follow the path displayed in the Entire Rule Tree panel to browse to the Order Control node in the Standard
XML Tree panel.

[7] In the Standard XML Tree panel, select the @Order Control node.
[8] Drag the @Order Control node to the XPath or Pixel Value field.
[9] Type the procedure code, SC that needs to be changed into the Old String field.

[ Note

Multiple procedure codes that need to be updated to XO can be typed in the Old String field.
Example: Type SC, SD, SE in the Old String field and type XO, XO, XO in the New String field.

[10] Type the new procedure code, XO into the New String field.

[11] Click Save.

[12] Check that the Results Preview field displays the correct information.
[13] Click Close & Apply.
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Updating the Body Part View Position from OBR-4 to OBR-44

[1] At the HL7 Interface screen, click Update Settings For HL7.

[2] Browse to the third-party XML message file.

[3] Click Open File to display the .txt file in the HL7V2 field on the HL7 Interface screen.
[4] Click Send.

[ Note

The Data Mapping Matrix screen displays.

_limgeSuite HiT nte
' Deta Mapping Metrx | Notfication URL Test | HL7 Itefface Log Message | HL7Gateway Log Message |
Message Type™ Update Rule G
Patiert|D* Update Rule
PatientName* Update Rule
- LastMName Update Rule
- FirstName Update Rule
- Middle Name Update Rule
PatientBith Date Update Rule
PatientSex Update Fule i
AccessionMo® Update Rule
ReferPhysician Update Rule
ScheduledDate Update Rule £
BodyPartViewPosition Update Rule
Species Update Rule
Breed Update Rule
Meutered Update Rule
StudylnstanceUID Update Rule
StudyDescription Update Rule
SymptomsMotes Update Rule
PatientComments Update Rule
ChiplD Update Rule
| Veterinarian Update Rule _:
| l Import From File l l Import From Image Suite l [ Export To File l l Export To Image Suite
HL7 Receiver Status: Running | HL7 Sender Status: Runming | SOAP Listener Status: Running

[5] Atthe Data Mapping Matrix screen, next to the Body Part View Position field, click Update Rule.

[ Note

The XPath Rule screen displays.
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I xpath Rule - (BocPartYienPasition]

HLTHER/ OrderigF actyblane (@ Cigarizatiortlame

(6]
[7]

ECE IS et e Sngelate v
EHT
3K _
i PahFuedVae 3 | [¥ Fire Tent
-0rc Clickthe "0BR" node to see tha XML
&/ [ content in the "Standard XML"
- [@SetD-0BR ot
g0bservationdT /
{E5cheduled0T
2 UriveraSenicel) <
f’r w tofne "XPath o Fived Value" fsl o use OBR.4 vabe ‘
£ DudenncFrovizer
:g:‘mmm l Save ‘ [ Close & Apply }
' |D-'agthis node tothe "XPath or Flsed Value® field o use OBR-44 value ‘
PESHTTEYERT I
Ertire Fule Trez:

cer 10Number="Referring Physician Felix' >

<Orcering?
- <QuantityTiming>
<Quantity 20110622/ Quanity>
</QuantityTiming»
<OrderngFacilityName@rg
</0BR>

anizationName="0BR-44)>

Standard XML Tree panel.

(8]
[9]
[10]
[11]
[12]

Click Save.

Click Close

& Apply.

In the Select a Rule field, select Single Value from the drop down menu.
Follow the path displayed in the Entire Rule Tree panel to browse to the Organization Name node in the

In the Standard XML Tree panel, select the Organization Name node.
Drag the Organization Name node to the XPath or Fixed Value field.

Check that the Results Preview field displays the correct information.

42
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HL7 Setting Screen from Service Configuration

Service Configuration

SMS
Setting

£/l

Modality
Setting

Body
Part/Pos...
Modality
Worklist

HL7
Setting

A Important

* You can use the Service Configuration screen to view or update the HL7 settings after you have completed the
procedures in Using the HL7 Interface from the Image Suite Computer on Page 7.

» Access the Service Configuration screen on the Image Suite computer.
» The password for Service Configuration is Service1.

Button Description
Export Cfg Export configuration settings to an external storage device.
Import Cfg Import configuration settings from an external storage device.
Compare Cfg Compare an old configuration to a new configuration.
Upload After you click the Save button, you must click Upload before Exit.
Exit Leave this screen.
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Configure the SOAP URI Port Number

.ImageSuite HL7 Interface_¥1.0.0.0 { 10.95.16.47 )
HL7 Configuration | D ata Mapping Malrixl Motification AL Test | HL7 Interface Log Messagel HL7Gateway Log Messagel

M=l E3

— HL? Receiver Setting

HL Listening Paort: |1235 3:
SOAP_OUT LRI Ihttp Jlocalhost 8166/HL Anterface. asmx Part Humber: |B1 =5 3:

— HL7 Sender Setting

2rd Party Listening Paort: |123? 3:
| Uricod (UTF-2) -

Port Mumber: I B1EG 3:

3rd Party IP Address: |1 27001

3rd Party Code Page:

SOAP_IN URI: |http flocalhost 8166/HLTService. agme

INo Action j

Notify URL Action:

Save Configuration | ‘ Update Settings For HLT Interface I Restore Settings For ImageSuite

— HL7 Client Simulatar - EMP System
HLTY2 Test

Start Listening Stop Listening Open File

HL7 Receiver Status: Running | HL7 Sender Status: Running | SOAP Listener Status:  Running

Field/Button Description

Port Number

is in the URI field.

At times it may be necessary to update the Port Number for the Receiver (SOAP_OUT
URI) or the Sender (SOAP_IN URI) for the HL7 interface, such as when a port is being
used by another application. By default, the Port Number field will use the same port that

Update Settings For
HL7 Interface

take effect.

Use to update the SOAP_OUT URI parameter to http://localhost:8080/
HL7Interface.asmx. The XML string will be sent to the HL7 Interface Web Service. The
HL7 Gateway Receiver and Sender service will be restarted and the new settings will

Receiver Setting -
(SOAP_OUT URI) HL7Interface.asmx

There is no default port number.

The default URI setting for Image Suite is: http://localhost/ImageSuite/WebServices/

Sender Setting -

(SOAP_OUT URI) There default port number is 8166.

The default URI setting for Image Suite is: http://localhost/8166/HL7Service.asmx

Save Configuration

Used to save the configuration settings to the Image Suite computer. The new settings

will not take effect until the service is restarted. An error message will be displayed if the
port is in use. In this case, more than one HL7 Interface tool may have been launched. If
the HL7 Interface tool does not respond, use the WINDOWS Task Manager to close the

application.

[ Note

* When you start HL7 Interface application, you must click Update Settings For HL7 Interface.

+ Before you close the HL7 Interface, you must click Restore Settings For HL7 Interface, otherwise Image Suite

cannot receive messages from the HL7 Gateway.

44

2013-11-25 — 9G9857



Description of Screens

Publication History

Publication | Publication Changed

Date No. ECO No. Pages File Name Notes
2011-10-21 9G9857 -—- - 9G9857.fm New Publication
2012-10-04 9G9857 -—- 9G9857.fm | Revision for Software Version V3
2013-11-25 9G9857 - - 9G9857.fm | Revision for Software Version V4

Printed in U.S.A. « 9G9857.fm

Carestream Health, Inc.

150 Verona Street
Rochester, NY 14608

CARESTREAM is a trademarks of Carestream Health, Inc.



	Section 1: Overview
	HL7
	Definitions

	Section 2: HL7 Message Structure
	Section 3: HL7 Characters
	Section 4: Installing the HL7 Interface Software to a Service Laptop
	Section 5: Using the HL7 Interface from the Image Suite Computer
	Section 6: Using the HL7 Interface from the Service Laptop
	Section 7: Using the Notification URL Test Screen
	Section 8: Description of Screens
	HL7 Configuration
	Data Mapping Matrix
	XPath Rule
	Notification URL Test
	HL7 Interface Log Message
	HL7 Gateway Log Message
	Body Part/Position Mapping
	For Software Version V2
	For Software Version V3

	Examples for Updating the Mapping Rules Using the HL7 Interface
	Updating the Mapping Rule for the Message Type
	Updating the Body Part View Position from OBR-4 to OBR-44

	HL7 Setting Screen from Service Configuration
	Configure the SOAP URI Port Number

	Publication History



